The First Step In Learning IT Security Is
Creating Your Home Lab.
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The cornerstone to learning how to penetration test and hack is to have you own
lab set up. If you are serious about learning then it is the very first thing you
should do. The reason being is that once you get your lab set up you will be able
to start running sample tests to see how they work. Every pentester has one, and
reading about how to conduct penetration tests won’t get you anywhere; you will
actually need to get your hands dirty.

Initially we are going to quickly put together the most rudimentary network that
you can use to learn and sharpen your skills. Simplicity is key. Eventually you can
add new machines to attack after we initially get set up together. The idea here is
that we don't want to become overwhelmed, so starting small and expanding is
the way to go.

For now we are going to start with three machines: Kali Linux (which will be our
attacking platform), Metasploitable 2 and OWASP WebGoat. We want to create a
network where we have one platform for penetration testing, one platform that
was built to be vulnerable and one web application that was built to be
vulnerable.

Kali Linux

Kali Linux if you don’t know is the gold standard open source penetration testing
operating system created by Offensive Security. Operating systems don’t make
the penetration tester, but if you are serious, Kali Linux was developed solely for
this purpose and will make your life a whole lot easier. Many of the tools are built
right into it.
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Metasploitable 2

Metasploitable 2 is a vulnerable Ubuntu Linux operating system created by the
Rapid7 Metasploit Team that was designed for training purposes just like this.
This will make it much easier for us to find vulnerabilities in the target machine
and will allow us to get some good experience in penetration testing. We will also
be much less frustrated at the beginning because we weren'’t able to find any
issues right away.

% WEBGOAT

WebGoat is a project created by OWASP and is in the same vein as

Metasploitable 2. The difference is that it allows us to test our skills out on a web
application instead of an operating system. It is an amazing application because
there are lessons within it and it allows you to run the tests right in the
application as well. This will allow us to broaden our skills and be more ready to
meet the demands of the increasing need of pentesters that can work on web

apps.

After we are done our virtual network will look something like this (note that this
is just an example as everyone’s network is unique):
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As you can see this is very simple but is all we need for right now. As stated
earlier, as our skills improve so will our network.

This tutorial is going to focus on setting up this virtual lab using VirtualBox
because it is free and anyone can set it up this way. There are also many other
tutorials you should be able to find with a quick Google search on how to install
virtual machines on any operating system or virtual setup that you might be
using.

The first thing we need to do here is download VirtualBox. You can pick this
Oracle product up here: https://www.virtualbox.org/wiki/Downloads

After you have installed VirtualBox we need to create a DHCP server and network
within VirtualBox that we will use later.

Browse to where you have virtual box installed at the command line and type:
vboxmanage dhcpserver add --netname mydhcpnetwork --ip 10.10.10.1 --
netmask 255.255.255.0 --lowerip 10.10.10.2 --upperip 10.10.10.10 --enable
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(Note: If you are on windows you have to append the extension
“vboxmanage.exe”)

This gives us a DHCP server and 9 other IPs to play with. However, you can
increase the number to whatever you like.

Now that you have VirtualBox installed we need to install our platforms (Kali
Linux, Metasploitable, OWASP WebGoat).

Kali Linux

You can get your Kali Linux virtual machine from
https://www.kali.org/downloads/ I suggest torrenting the download over the
direct download as it is faster and I've had instances where the direct download
was corrupted. If you’ve never torrented just go with the direct download and
hope it works. When this finishes make sure that the Shaisum matches what you
see on the Kali Linux webpage. You can check this by:

Microsoft’s tool: http://www.microsoft.com/en-
us/download/details.aspx?id=11533

For Mac simply type in the terminal: openssl sha1 <path to file>
Linux: shaisum <filename>

Going forward you should always check for SHA or MD5 hashes and compare
those to what they should be, as this is a prudent step to prevent malware on your
computer.

The first thing we will want to do after verifying our hash is to install Kali Linux
on VirtualBox. Click on New.
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Oracle VM VirtualBox Manager

8 9

New Settings Start Discard

K@al:blaw:éd = /=] General

Name: Kali Linux

You can make the name of it anything you want, but will need to select Linux as
the “Type”. The version you choose will either be Debian (32 bit) or Debian (64
bit) depending on what version of the Kali Linux OS you downloaded. For this
example I downloaded the 32-bit version.

Name and operating system

Please choose a descriptive name for the new virtual
machine and select the type of operating system you
intend to install on it. The name you choose will be used
throughout VirtualBox to identify this machine.

Name: Kali Linux

Type: Linux
&

Version: Debian (32 bit)

Hide Description Go Back Cancel

Set your memory size. While 512 is the default and you may get away with this, it
is possible that you’ll get into some trouble later running certain applications so I
suggest you increase it to something higher. Nothing is worse than being right in
the middle of something and your Linux platform freezes. However, the beauty of
VirtualBox is that you can go back into the settings and simply readjust this at
any time.
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Memory size

Select the amount of memory (RAM) in megabytes to
be allocated to the virtual machine.

The recommended memory size is 512 MB.

i 512 [ MB

v
LN I U B U A A U A I A A I A A A A B A A B B B |

4 MB 4096 MB

Go Back — Cancel

We will be creating a virtual hard drive so select that and click Create.

i Hard drive

If you wish you can add a virtual hard drive to the new
machine. You can either create a new hard drive file or
select one from the list or from another location using
the folder icon.

If you need a more complex storage set-up you can skip
this step and make the changes to the machine settings
once the machine is created.

The recommended size of the hard drive is 8.00 GB.

' Do not add a virtual hard drive
o Create a virtual hard drive now
1 Use an existing virtual hard drive file

Kali-Linux-1.1.0-vm-amdé4.vmdk (Norme £ [A

Go Back - Cancel
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For this example we will be using the VirtualBox Disk Image.

Hard drive file type

Please choose the type of file that you would like to use for the new
virtual hard drive. If you do not need to use it with other virtualization
software you can leave this setting unchanged.

) VDI (VirtualBox Disk Image)
1 VMDK (Virtual Machine Disk)
1 VHD (Virtual Hard Disk)
~ HDD (Parallels Hard Disk)
1 QED (QEMU enhanced disk)
~ QCOW (QEMU Copy-On-Write)

Hide Description Go Back — Cancel

We want a Dynamically allocated hard drive for this example.
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Storage on physical hard drive

Please choose whether the new virtual hard drive file should grow as
it is used (dynamically allocated) or if it should be created at its
maximum size (fixed size).

A dynamically allocated hard drive file will only use space on your

physical hard drive as it fills up (up to a maximum fixed size),

glt %ugh it will not shrink again automatically when space on it is
eed.

A fixed size hard drive file may take longer to create on some
systems but is often faster to use.

£ Dynamically allocated
| Fixed size

Go Back — Cancel

For the size you probably want to increase it to at least 15GB. I've had issues with
the installation when going with the standard size of 8GB.
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File location and size

Please type the name of the new virtual hard drive file into the box
tt;‘elc;vlv or click on the folder icon to select a different folder to create
e file in.

Kali Linux 7|

Select the size of the virtual hard drive in megabytes. This size is the
limit on the amount of file data that a virtual machine will be able to
store on the hard drive.

4.00 MB 200TB

Go Back - Cancel

e e  ae et m e

Now that we have created our new Kali Linux virtual machine we need to
configure it, so select settings and then Storage.
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000 Oracle VM VirtualBox Manager
@ o o

New  Settings Start  Discard

. Kali Linux (@ General
I @ Powered Off @
Name: Kali Linux

ore: Fo &6 =

| System  Display Storage  Audio  Network Ports  Shared Folders

- Advanced  Description |

Name: |Kali Linux

Type: Linux

Version:  Debian (32 bit)

ofl o
)

? canco | (O

We now need to add the ISO that we previously downloaded. We do that by
highlighting the area you see selected below. At first this should say “Empty”.
After “Empty” is highlighted you then need to click the CD where you see the
arrow below and browse/select where you have your ISO located.
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Kali Linux - Storage

Agllﬁ\gl

> = 9 o

Audio Network Ports Shared Folders

Display
Storage Tree Attributes

Controller: IDE CD/DVD Drive:

,.‘ d U8 BO O

& Controller: SATA BT

Kali Linux.vdi Type:
Size:
Location:
Attached to:

B e o

IDE Secondary

~ Live CD/DVD

Image
2.96 GB
/Users/meamon04/Des...

cancel (O

For Adapter 1 we will be using the DHCP server and network that we created

earlier for our internal VirtualBox network.

Home Pentest Lab Setup - HackingLoops.com



Kali Linux - Network

2 EH E B

General System  Display Storage  Audio

\ _ Adapter2  Adapter3  Adapter4

Enable Network Adapter

Attached to: B Internal Network v '
mydhcpnetwork

Name:

(> Advanced

<> cance | (O

We also need our Kali Linux platform to reach the Internet, so for that we will be
using Adapter 2. Attach it to NAT and then hit OK.
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Kali Linux - Network
-- =
Ports  Shared Folders

General System  Display Storage  Audio | Network

Adapter 1 Adapter 3  Adapter 4

Enable Network Adapter
Attached to: § NAT -

Name: A
¥ Advanced

Adapter Type:  Intel PRO/1000 MT Desktop (82540EM)

Promiscuous Mode:  Deny

(RPN <> |

MAC Address: | 392038392PE6
Cable Connected

Port Forwarding

Highlight and now start your new virtual machine.

o000 Oracle VM VirtualBox Manager
@ @ ¥

New  Settings  Start Discard

| Kali Linux (@ General
@ @ Powered Off @
. Name: Kali Linux

You could actually use Live below and boot right into the system, but I suggest
that you actually install Kali Linux on to the virtual machine. Choose the Install
or Graphical Install below and follow the steps.
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O O Kali Linux [Running]

Boot menu

(686—pae)
Live (686-pae failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)
Live |ISBE Encrunted Persistence (check kali orasnrst)

Graphical install
Install with speech synthesis
Advanced options

ERONAACANL RV N IR

Depending on how you are installing your system and what version of the install
you are using, you may encounter the following error when starting up the install:
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@] Kali Linux [Running]

his kernel requires the following features not present on the CPU:
ae

nable to boot - please use a kernel appropriate for your CPU.

If you get this error go back to settings, System, Processor and select “Enable
PAE/NX”.
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Kali Linux - System

E Qo o

General | System | Display Storage Audio  Network Ports  Shared Folders
Motherboard _ Acceleration
Processor(s): ' 1 c
1CPU 4 CPUs
Execution Cap: ) 100 (T
1% 100% ’

Extended Features: Enable PAE/NX

: cancel (O

During the setup you will be asked to configure the network as well. Because we
created two adapters you will see something like etho and eth1 below. What you
will need to do here is select the interface that allows you out to the Internet. In
my case this is the NAT interface we created earlier and is eth1.
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[ NON Kali Linux [Running]

Configure the network

Your system has multiple network interfaces. Choose the one to use as the primary network interface
during the installation. If possible, the first connected network interface found has been selected.

Primary network interface:

ethO: Intel Corporation 82540EM Gigabit Ethernet Controller
ethl: Intel Corporation 82540EM Gigabit Ethernet Controller

| Screenshot |  GoBack

After logging into your fresh Kali Linux install the first thing you will want to do
is verify that you can reach the internet by opening up your web browser. If you
cannot browse the web you need to enable DHCP from your command prompt
with: dhclient -v

Now that everything has been set up properly we need to update Kali Linux so
that we KNOW that we have the most recent distribution and tools. You can do
that with the following at the command prompt: apt-get update && apt-get
upgrade

Metasploitable:
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Installing your vulnerable Metasploitable 2 operating system is very similar to
how you installed Kali, just with fewer steps.

To start you will need to download the files from here:
https://information.rapid7.com/metasploitable-download.html

Again, create a new virtual machine:

Name and operating system

Please choose a descriptive name for the new virtual
machine and select the type of operating system you
intend to install on it. The name you choose will be used
throughout VirtualBox to identify this machine.

Name: |Metasploitable 2|

Type:  Linux

A

Version:  Ubuntu (32 bit)

of o]

Hide Description Go Back — Cancel

Again, set your memory size.
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Memory size

Select the amount of memory (RAM) in megabytes to
be allocated to the virtual machine.

The recommended memory size is 512 MB.

i 512 [ MB

v
Trrirrrrrrrrrrrrrrrrerrrrrnnlbrenn

4 MB 4096 MB

Go Back — Cancel

This is slightly different than the Kali Linux setup because we will be using an
existing virtual hard drive as you can see below. Just select where you see the
arrow and then browse to where you saved the highlighted file.

Hard drive

If you wish you can add a virtual hard drive to the new
machine. You can either create a new hard drive file or
select one from the list or from another location using
the folder icon.

If you need a more complex storage set-up you can skip
this step and make the changes to the machine settings
once the machine is created.

The recommended size of the hard drive is 8.00 GB.

~ Do not add a virtual hard drive
' Create a virtual hard drive now ‘
*o Use an existing virtual hard drive file

Metasploitable.vmdk BNormal, 8.00 GB) B |
Go Back — Cancel
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Like we did for the Kali Linux setup we will need to click on settings once again.
We need to make a modification in the network section as we did for our Kali
Linux platform.

Metasploitable 2 - Network

=5 B E W »

~

General System  Display Storage  Audio Ports  Shared Folders
\ _ Adapter2  Adapter3  Adapter 4 |
Enable Network Adapter

Attached to:

Internal Network >

mydhcpnetwork

Name:

(> Advanced

? ool | (KD

Start your new Metasploitable 2 virtual machine.
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C Metasploitable 2 [Running]
Starting deferred execution scheduler atd
Starting periodic command scheduler crond
Starting Tomcat servlet engine tomcat5.5
Starting web server apache2

Runmming local boot scripts (retcs/rc.local)
appending output to “nohup.out’

appending output to “nohup.out’

arning: Never expose this UM to an untrusted network?

ontact: msfdevlatlmetasploit.com

ogin with msfadmin/msfadmin to get started

etasploitable login:

The Default username and password after you run your machine will be:

Username: msfadmin
Password: msfadmin

OWASP WebGoat

To get the latest version of WebGoat just go to
https://github.com/WebGoat/WebGoat-Legacy/releases and download the latest
release at the bottom of the page.

To get started on this you will have to have the Java Platform installed on your
computer first if you don’t already. You can get that here:
http://www.oracle.com/technetwork/java/javase/downloads/index.html

You also need Apache Tomcat for this as well. You can find a stable release here:
http://tomcat.apache.org/whichversion.html

Copy the latest version of WebGoat to your working directory and in your
terminal type: java -jar WebGoat-6.0.1-war.exec.jar
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(note that depending on which version of WebGoat you get at the time of reading
this it could be slightly different)

To get to the login screen browse to http://localhost:8080/WebGoat with your
web browser. On the login screen you will see both the guest login and admin
login and password. After you log in you will be able to see all of the lesson plans:

[Java Souroei | Souton | Losson Plan [LEFIE

How To Work With WebGoat

Welcome to a brief overview of WebGoat.

Environment Information

WebGoat uses the Apache Tomcat server but can run in any application
server. Itis configured to run on localhost although this can be easily
changed, see the "Tomcat Configuration” section in the Introduction.

The WebGoat Interface

%mGOAT Hitp Basics ——

2| |3 (4] |5
T ) (2 G 6

If you installed all three of these platforms then you have plenty to get you started
on your journey of learning how to hack in to the information security and
pentesting space.

This network is now the perfect venue for a student like yourself to test out their
skills and techniques without the fear of permanently damaging or destroying
your own network/systems, or someone else’s for that matter.
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